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1 Overview

If the IUCLID client pc and the IUCLID server pc are not intended to connect directly to each other
it is possible to configure an http proxy server in between to solve this problem.
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The IUCLID client/server communication uses the http protocol. The following request types are

used:
« GET
« PUT
« HEAD

The following chapters describe the client and server configuration necessary to enable the use of

a proxy server together with IUCLID.

IUCLID 5 proxy configuration
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2 IUCLID server configuration

To use the IUCLID server together with a proxy the client download links in the index.jsp file have
to be extended with additional configuration parameters.

The following configuration parameters are available for the proxy definition:

Parameter Description

proxyuse Enable or disable the use of proxies for the
IUCLID client. ('true' to switch on the use of a
proxy host)

proxyoverride true to override the Java control panels network

setup (proxy settings) with the defined
proxyhost and proxyport definitions.

proxyhost The IP address or name of the HTTP proxy
host. This is only used if the proxyoverride is
true.

proxyport The proxy's port. This is only used if the

proxyoverride is true.

Attention:

Do not use the “eu.eca.iuclid.common.communication.URLSerializedObjectConnection” as
connector. Use the “eu.eca.iuclid.common.communication.URLCompressedByteConnection”
which is the default connector if the parameter has not been defined.

For Java 1.6 clients it is necessary to define all proxy parameters on the server. In this case it is
necessary to define for each proxy->server combination a separate client start link which contains
the following parameters:

e proxyuse=true

e proxyoveride=true

e proxyhost=<proxy ip or host name>
* proxyport=<proxy port>

The following example defines a proxy usage in the index.jsp:

<h2 class="orange">Connect with compression (myproxy.mydomain.com:3128)</h2>

<p>

<a
href="i5client.jnlp?prop=/i5client/jnip.properties&initHeap=64&maxHeap=256&proxyuse=true&proxyoverride=true&proxyhost=myproxy.
mydomain.com&proxyport=3128">Install IUCLID 5 Client (normal)</a> |

<a
href="i5client.jnlp?prop=/i5client/jnip.properties&initHeap=256&maxHeap=512&mode=migration&proxyuse=true&proxyoverride=true&pr
oxyhost=myproxy.mydomain.com&proxyport=3128">(with 512MB RAM)</a> |

<a
href="i5client.jnlp?prop=/i5client/jnip.properties&initHeap=256&maxHeap=768&mode=migration&proxyuse=true&proxyoverride=true&pr
oxyhost=myproxy.mydomain.com&proxyport=3128">(with 768MB RAM)</a> |

<a
href="i5client.jnlp?prop=/i5client/jnip.properties&initHeap=512&maxHeap=1024&mode=migration&proxyuse=false&proxyuse=true&prox
yoverride=true&proxyhost=myproxy.mydomain.com&proxyport=3128">(with 1GB RAM)</a>

</p>
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3 IUCLID client configuration

On the client side the Java WebStart application has to be configured to use a proxy. Therefore
open the windows control panel and select the Java control panel.

va Control Panel . _ |

Java | Security | Advanced |

[dbout l

Vigw wersion information about Java Control Panel,

[~ Mebwork Settings -

Metwork settings are used when making Internet connections. By default,
Java will use the nebwork settings in your web browser, Only advanced
users should modify these settings.

Mebwork Settings. ..

Temporary Internet Files - — 1

Files you use in Java applications are skored in a special Folder For quick.
execution later. Only advanced users should delete files or modify Ehese
settings,

[ Delete Files. .. _H Settings. .. ]

[_ oF ][ Cance| l Apply

Select the network configuration button to configure a proxy server. Define the proxy host (e.g.

Network Settings

[ Metwaork Proeey Settings

Cwerwrite browser proxy setkings.

C- Ilse browser settings

(% se proxy server

Advanced. ..

Address: i.ﬁﬁfprnxy.myﬁiu?i Park: i_3128_' (

[] Bvpass prowy server For local addresses

{:} Ilse automatic proxy configuration scripk

) Direct connection

[ (4 H Cancel
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Take care on the advanced network settings and ensure that only the HTTP proxy and port are
filled in.

Advanced Network Settings

- Servers

ks Praxy Address Part
ik mYprY-mYdDmaiH.mm _I : 3123 1
Secure: 2

FTF:

Socks:

[] Use same proxy server For all protocols

~ Exceptions
Do not use proxy server for sddresses beginning with
Fal
g

IJse semicolon ) ko separate entries,

[ Ok, H Cancel ]

To call the IUCLID 5 server web page it is necessary to configure the proxy server settings in the
web browser.

To start the IUCLID client via the proxy server open the IUCLID server website and select one of
the “Install IUCLID 5 client ..." links:

LUIITIIL 2R Y1 DLALUD. LT

Available connections

Install IUCLID 5 Client {normal) | (with 512MB RAM) | (with 768MB RAM) | (with 1GB RAM)

Install IUCLID 5 Client (normal) | {with 512MB RAM) | jwith 768MB RAM) | {with 1GB RAM)

nstall IUCLID 5 Client (normal) | {with 512MB RAM) | (with 768MB RAM) | {with 1GB RAM)

4 Perspective

Because of changes for the network configuration system properties in Java 1.6 it is currently
necessary to define all proxy->server combinations for the client install links on the server.
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Java 1.5 and previous versions system properties:
¢ http.proxyHost
e http.proxyPort
e http.nonProxyHosts
Java 1.6 system properties:
« deployment.proxy.type
* deployment.proxy.http.host
¢ deployment.proxy.http.port

Currently the IUCLID server only checks the Java 1.5 system properties which are never set in a
Java 1.6 WebStart client. To enable the use of a proxy server with a Java 1.6 WebStart client the
client download link needs to be modified on the IUCLID server as described in chapter 2. Please
set proxyuse=true and configure the proxy host hame and the proxy port that should be used for

the IUCLID communication.

Page 5 of 6

IUCLID 5 proxy configuration



5 Restrictions

IUCLID does not support the use of proxy servers that request user authentication. As a
consequence the proxy must not perform any id/password based authentication to restrict the
communication.




